NudopmanuonHas naMaTKa
A1 00yJaroLuXcs A1 pasMeleHus Ha opunuanbHbix HTepHeT-pecypcax

C KaX/bIM TrOJjOM MOJIOIe)KU B MHTEDHETe CTAaHOBUTbCS OOsblile, a LIKOJBHUKU OJHM U3 CaMbIX
aKTUBHBIX IT0Jb30BaTesnied PyHeTa. Mexay Tem, MOMMMO OTPOMHOIO KOJMYeCTBAa BO3MOXXHOCTEH,
VHTEepHeT HeceT U NpobieMbl. DTa MaMsTKa Jo/KHa TIoMoub Tebe 6e301macHO HaxXO4UThCS B CETH.
KoMnbroTepHbIe BUPYCHI

KowmnblomepHblli _gupyc — 3TO Pa3HOBU/JHOCTb KOMITbIOTEPHBIX TIIPOrpaMM, OTJIMUUTE/NIbHOMN
0CO0OEHHOCTBIO KOTOPOH SIB/ISIETCSI CIIOCOOHOCTB K Pa3MHOKEHHUIO.

B pononHeHwe K 5TOMY, BUPYChl MOTYT TOBPEAUTb WM IIOJIHOCTbKO YHUUTOXXUThb BCE (pailyibl
W [laHHBbIe, TIOAKOHTPOJIbHBIE  TI0/Ib30BaTeq0, OT WMEHM KOTOporo Obula  3amylleHa
3apakéHHasi MporpaMma, a TakKe IMOBPeJUTh WM [aXe YHUUTOXKUTb OIMepalMOHHYI0 CUCTEMY CO
Bcemu (paiinamu B 1jesioM. B 60/IBIIMHCTBe CTyyaeB paclpOCTPAHSIIOTCS BUPYChI Uepe3 UHTEepPHeT.

METO,E[]:I 3dlUMThI OT BPE€JJOHOCHLIX IIPOrpaMm:

1.  Vcnonb3yii coBpeMeHHBbIe OlepaliOHHble CUCTEeMBbI, UMeIOL1e CepbE3HbIN yPOBEeHb 3allUThl OT
BpeJJOHOCHBIX [1POrpamm;



2. TlocTosHHO ycTaHaBivMBail mnautd  (UUQpOBbIe  3alaTkh, KOTOpble aBTOMAaTHYeCKU
yCTaHaB/IMBAIOTCS C LiefbI0 A0pabTKU MporpaMMbl) M JIpyrue OOHOB/IEHUSI CBOel oOrepaLoHHOM
cucrembl. CKaurBail UX TOJBKO C odurmanbHOro caiita paspaborunka OC. Eciu cyiectByeT pexxum
aBTOMAaTHU4eCKoro 00OHOBJIeHUs], BKJTFOUHU €ro;

3. Paborait Ha cBoeM KOMITbIOTepe TOf, IpaBaMH I10/Ib30BaTessl, a He aJMHUHHACTpaTopa. JTO He
MO3BO/IUT OOJIBIIMHCTBY BPEJOHOCHBIX TPOrpaMM WHCTA//IMPOBAThCSI Ha TBOEM TepCOHATbHOM
KOMITBIOTEpe;

4. Wcnonb3yld aHTUBUPYCHblEe T[pOrpaMMHbIE TPOJAYKTbl U3BECTHBIX IPOU3BOJAUTENEN, C
aBTOMaTHUUeCKUM OOHOB/IeHHeM 0as;

5. OrpaHuub (pU3MUeCcKuil JOCTYN K KOMIBIOTEDPY AJIs TOCTOPOHHUX JIUL;

6. Mcronb3yil BHelllHMe HOCUTenW HWHGpOpMalMy, Takve Kak (elika, AUCK wau ¢aiin u3
VHTEepHeTa, TO/IbKO U3 pOo(epeHHbIX UCTOYHUKOB;

7.  He oTKpbIBail KOMMbIOTepHble (Daii/bl, MOJyueHHble U3 HeHa/AE&KHbIX MCTOYHMKOB. [laxe Te
¢aiisibl, KOTOpBIE TIPUCJIA TBOW 3HAKOMBIW. JIyullle yTOUHHM Y Hero, OTTpaB/Isiy Jik OH Tebe uX.

Cetu WI-FI

Wi-Fi - 3170 He BUJ miepefiauy JaHHBIX, He TEXHOJIOTHS, a BCero vk OpeH i, Mapka. Eije B 1991 roay
HUJIep/IaH/ICKasi KOMITaHUsi 3apeructpupoBasia OpeHg «WECA», urto 0603Hauasio C/I0BOCOUYETaHHE
«Wireless Fidelity», koTopbiii mepeBogUTCsl Kak «becripoBofiHasi TOUHOCTb».

o Haiero BpeMeHM fiolia Apyrasi abbpeBraTypa, KoTopasi sIBJIsIeTCS TaKOM >Ke TeXHOJIoTHer. DTo
abbpeBuaTypa «Wi-Fi». Takoe Ha3BaHMe ObLIO JaHO C HaMEKOM Ha CTaH/ApT BBICIHIUN 3BYKOBOM
TexHUKU Hi-Fi, 4yTO B mepeBozie 03HauaeT «BbICOKast TOYHOCTb».

[a, GecriaTHbIM UHTEPHET-AOCTYI B Kade, OTeIsIX U a3pOIopTax SIB/SeTCS OTJMUYHONW BO3MOXKHOCTBIO
BbIXO/la B MHTepHeT. Ho MHOTHe 3KCIepThl CUMTAIOT, uTO 0oOImenocTynHblie Wi-Fi ceTr He sBsitOTCA
0e30MacHBIMH.

CoBeTbl 10 0€30MacHOCTH padoTe B 001 eAOCTYNMHBIX ceTsax Wi-fi:

1.  He nepepaBaii cBorO MuHYI0 nHMOpMariuio uepe3 obimienoctyrHbie Wi-Fi cetn. PaboTasi B HUX,
JKejiaTe/IbHO He BBOZAUTH MapO/y JOCTYIIa, JIOTUHBI U KaKhe-TO HOMepa;

2.  Ucrionmp3yih u OOHOB/SIH aHTUBUPYCHBbIE TIporpamMmbl W OpaHzmayep. Tem cambIM  Tbl
obe3ormacuiib cedst OT 3aKauKy BUPYCa Ha TBOe YCTPOMCTRO;

3. Ilpu wucrionp3oBannu Wi-Fi ortkmoun ¢yskumioo  «O6muii  goctyn K - ¢daiiam  u
npuHTepam». JlaHHasg QYHKLUSI 3akpbiTa [0 YMOJYaHUIO, OJHAKO HEKOTOpble [10/Ib30BaTen
aKTUBUPYIOT €€ [/ y100CTBa UCI0/Ib30BaHus B paboTte wiu yuebe;

4.  He ucnonb3yii nybmmunbii WI-FI g5 mepefiaun JIMUHBIX JAaHHBIX, HallpyUMep /il BbIXO/a B
coLajibHble CeTH WM B 3JIEKTPOHHYIO IIOUTY;

5. Hnonw3yi TonbKoO 3ammuiieHHoe coefrHeHue uepe3 HTTPS, a ne HTTP, T.e. npu Habope Beb-
azipeca BBOJY UMeHHO «https://»;

6. B mobwibHOM TenedoHe oTkmroun GyHKuU0 «[logkmouenune Kk Wi-Fi aBromaTruecku». He
JIOTTyCKal aBTOMaTHUUeCKOTO TTOK/TI0UeHHsT yCTpoicTBa K cetsim Wi-Fi 6e3 TBoero cornacus.

ConuanbHble CeTH

CorumanbHble CeTH aKTUBHO BXOJST B HALy )KM3Hb, MHOTHE JTFO/IA PAa0OTalOT U KUBYT TaM MOCTOSTHHO,
a B Facebook y»ke 3apeructprvpoBaH MWIIHap/, 4e/0BeK, UTO SBJSIeTCS OJHOM CceibMOM BCeX yKuTesei
T71aHeThI.

MHorue nosb30BaTe/M He ITOHUMAKOT, 4YTO I/IHCl)OpMa]_[I/IH, pa3MmelieHHasd UMHU B COLMA/IBHBIX CETHAX,
MOXET OBIThb Haf/i,qua MU HCII0O/Ib30BaHa KeM YyTrOoJHO, B TOM UHCJ/ie He o0s13aTeIbHO € O/1IarUMU
HaMepeHUAMU.



OCHOBHbBI€ COBEThI 110 0€3011aCHOCTH B COIfMa/IBHBIX CeTHAX:

1.  OrpaHuWub CIUCOK fpy3ed. Y TeOs B ApPY3bsAX HE AO/DKHO OBbITh C/TydallHBIX M HE3HAKOMBIX
JIHOfeN;
2.  3awuuiaii CBOK YaCTHYHO >KM3Hb. He ykasbiBali maposd, TeneOHBI, ajpeca, JaTy TBOEro

POKIEHUs W [APYIyH JIMUHYH WH(OpMaui. 3/I0YMBIIVIEHHUKH MOTYT HWCIOb30BaTh JIaKe
MHGbOPMALIHIO O TOM, KaK Thl U TBOH POJUTE/TH IJIAHUPYeTe MPOBECTH KAaHUKYJIbI;

3.  3amuiiaii CBOIO pemnyTalyio - ZIep>KU ee B UKCTOTe U 3aZiaBaii cebe BOMPOC: XOTes ObI ThI, UTOObI
JIpyTye To/b30BaTeIM BUEIH, UTO Thl 3arpykaelib? ITozyMmaii, Mpexkje ueM UTO-TO OIyO/JMKOBATh,
HaIrucaTh U 3arpy3uTh;

4. Ecmu Tl TOBOpHIIL C JIFOJbMU, KOTOPBIX He 3Haelllb, He WCIIO/Nb3yW CBOe peasibHOe UMS U
JPYTYIO TUYHYIO UH(GOPMAL[UK: UMsI, MECTO JKUTeJIbCTBa, MeCTO yueObl U mpoyee;

5.  W36eraii pa3merrenus ¢hotorpaduii B IHTepHeTe, rjje Thl W300pa>keH Ha MECTHOCTH, TI0 KOTOPOM
MOYKHO OTIPe/IeJTUTh TBOe MEeCTOII0/I0XKEHHE;

6. Ilpu perucrTpauyyd B COLMAJBLHOM CeTM HeoOXOAUMO WCIOIb30BaTh CJIOKHBIE TIApOJIH,
cocrositmye u3 OyKB ¥ P U C KOIMUeCTBOM 3HAKOB He MeHee 8;

7.  Ina colyasbHOM CeTH, TOUThI U JPYTMX CAWTOB HEOOXOAWMO HCIO/Ib30BaTh pa3HbIe TApOJIH.
Torga ecnv Tebst B3/IOMatOT, TO 37I0yMBIIIJIEHHUKU TIOyYaT JOCTYII TOJBKO K OJHOMY MecCTy, a He BO
BCe Ccpasy.

JJIEKTPOHHBbIE IeHbI'!

OJIeKTPOHHBIE [JeHbI'M — 3TO OueHb y/A00HBIN criocob Tuiarexel, OfHAKO CYL[eCTBYIOT MOLIEHHHKH,
KOTOPBbIE XOTSAT TOJIyUNUThb 3TU [I€HbIU.

BJ'IEKTPOHHBIG AE€HBbI' TTOSABHU/IMCh COBCEM HE/IdBHO U MMEHHO M3-3d 3TOr'0 BO MHOI'UX IoCyZiapCTBax A0
CHX TIOp He MPOITMCAHO IMMPO HUX B 3dKOHAX.

B Poccum ke oHM (PYHKUMOHHUPYIOT U O HUX Y)Ke TIPOMMCAHO B 3aKOHe, Te WX pa3fessioT Ha
HECKOJIbKO BHU/IOB — aHOHMMHBbIE M He aHOHUMHbIe. PasHuila B TOM, UTO aHOHUMHbIE - 3TO Te, B
KOTOPBIX pa3pelliaeTcs MPOBOAUTL orepaiuu 6e3 uaeHTH(UKAIIMKM TI0/h30BaTesis, a B HeaHOHUMHBIX
UIeHTU(UKALY T10/Th30BaTeIs sIB/IsieTCsT 00s13aTe/TbHOM.

Takke ciefyeT pas3nuMyarh 3/€KTPOHHbIE (UaTHblE AeHbrM (paBHbI TOCY/laDCTBEHHbIM BajlOTaM) U
3/IeKTPOHHBIe He(pUaTHbIe JileHbIY (He paBHbI FOCYZApPCTBEHHBIM Ba/llOTaM).

OcHoOBHbIEe COBeTHI 10 6e30macHoi padoTe C IeKTPOHHBIMH /IeHbIraMu:

1. TlpuBsokm K cuery MOOWIBHBINA TeneoH. OTO camblii yAOOHBIA W OBICTPBIM CrIOCO6
BOCCTAaHOBUTH AOCTYI K cueTy. [IpuBsi3aHHBINA Tesle)OH TTOMOXKET, ec/iv 3a0y/elllb CBOM TIaTeKHbIN
Naposib WM 3aki/ielllb Ha CalT C He3HAKOMOI'0 YCTPOWCTBa;

2. Hcnone3yii ogHOpasoBble maponu. Ilocse repexofia Ha YCUIEHHYIO aBTOpH3aluio Tebe yke He
OyZieT yrposkaTh OMacHOCTb Kpa)ki W/ TlepexBaTa IJ1aTe)KHOro TapoJis;

3. Buibepu cioxHeii maponb. I[IpecTynmHuKaM OyzZeT He TPOCTO YrajaThb CAOKHBINA T1aposib.
HapexxHble maposii — 3TO Tapo/M, KOTOpble cojep)kaT He MeHee 8 3HAKOB W BKJ/IIOUAlOT B ceOs
CTPOYHBIE W TIPOMKMCHbIe OYKBBI, M(PHI ¥ HECKOJIBKO CHUMBOJIOB, TaKve KakK 3HaK /osuiapa, (yHTa,
BOCK/IMI|aTe/IbHbIN 3HaK U T.M. Hanpumep, $tROng!;;

4.  He BBOZY CBOY JIMYHbIe JaHHbIE HA CaliTax, KOTOPHIM He /loBepsiellb.

J/IeKTPOHHAsA MoyTa

SJ'IEKTPOHHEIH Mo4Tad — 3TO TEXHOJIOTWA U IIPEAOCTaB/IAEMbIe €10 YC/IYTU M0 IepeCbl/ike U TTO/JTyYeHUI0
3JIEGKTPOHHBIX COO6LL[€HI/II>1, KOTODpbIE pacripefessstoTCd B KOMHBI-OTepHOI\/JI CeTH.



OO6bIuHO 3/1IeKTPOHHBIN TIOYTOBBIM AWK BBITJISITAT CreIyIoIM obpazom:
HMsI_I10/1b30BaTe/IsI(@UMSI_JIOMeHa.

Takxxe KpOoMe 1iepesayu rMpoCcToro TeKCTd, UMeeTCd BO3MOXXHOCTD IepejaBaTh Cbaﬁflbl.

OcHOBHBIE COBeTHI 110 0e30macHoOi padoTe C I/TIEKTPOHHOM MOYTOM:

1. Hago BbiOpaTh TNpaBUIBHBIM TIOUTOBBIM CepBUC. B UWHTepHeTe eCTb OrPOMHBIM BbIOOD
OecruiaTHBIX TIOYTOBBIX CEpPBHCOB, OFHAKO Jyullle [JOBepsiTb TeM, KOTO 3Haelllb W KTO TepBbId B
peuTuHre;

2. He ykaspBali B J/MYHOW TIouTe JIMUHYIO WH(opmaumoo. Harmpumep, sydiie BbIOpaTh

«MY3bIKanbHbINA_(aHaT@» unm «pok2013» BMecTo «TeMal3»;

3. Vcronb3yi [BYX3TalHYX aBTOpU3aldi0. JTO KOr[a MOMKMO Iaposisi HY>KHO BBOJAWUTBH KO,
TIpUChIIaeMbli 0 SMS;

4.  Boibepy c/10)kHBIA Taposb. [Isi KaKAOro TMOUTOBOrO SIUKA JO/DKeH ObITh CBOM HaZe)KHbIH,
YCTOMYMBBIY K B3/I0MY I1apO/ib;

5.  Ecmm ecTb BO3MOXXHOCTh HanucaTb CaMOMY CBOM JIMUHBIM BOMPOC, UCMO/b3YH 3Ty BO3MOXKHOCTB;
6.  Vcrosb3yil HECKO/IBKO TOUTOBBIX SLIMKOB. [1epBbIi A/l 4yaCTHOW MepenucKu C afipecaTtamy,
KOTOpbIM ThI JOBepsielllb. JTO 3/eKTPOHHBIM ajZjpeCc He HaJ0 HWCIIO/Ib30BaTh IIPU perucTpalyy Ha
¢dopymax u caiTax;

7.  He oTkpbiBali (paiisibl U ApyTHe BIOXKEHUs B ITMCbMax Jla)ke eC/IM OHU TIPUIIUIA OT TBOUX ApY3eil.
Jlyuiiie yTOUHM y HUX, OTTIPABJISLIN JI OHU TeOe 3TH (aiiibr;

8. Tlocne okoHuaHWsi pabOTHI Ha TIOUTOBOM CEPBUCE Tepef; 3aKpbITHEM BK/IQJKH C CAalTOM He
3a0y/1b HOXKaTh Ha «BBIATH».

Kub6epOy/1/TMHT WK BUPTYa/IbHOE U3/1eBaTe/IbCTBO
arpeccuro,

KubepOynnmuar — mpeciefioBaHue  COOOIEHMAMY, COZepKaljiMKU  OCKOPO/IeHUS], HHTepHeT-
3alyruBaHye; XYJUTaHCTBO; COL[Ma/bHOe OOMKOTHUPOBAHWE C TIOMOIIBIO pa3TMUHBIX
CepBHCOB.

OcHOBHBIe COBeTHI M0 6ophde ¢ KnbepOy/UTHHrOM:

1. He 6pocatics B 60ii. JIyumuii crioco6: TOCOBETOBAThHCS Kak ce0si BECTH U, €C/IU HET TOT0, K KOMY
MOXXHO 0O0OpaTUTbCS, TO BHAYaje YCIIOKOMTHCS. Eciu Thl HayHeIlb OTBeYaThb OCKOPO/IeHWSIMMA Ha
0CKOpOJ/IeHHs], TO TOJIBKO ellje OosIbIle pa30oioKellb KOH(IIHKT;

2. Ympassiii cBoeii KubeppernyTaryey;
3. AHOHMMHOCTb B ceTH MHHMMasi. CyIIeCTBYIOT CITOCOOBI BBISICHUTb, KTO CTOUT 3a aHOHMMHBIM
aKKayHTOM;

4. He cTouT BecTu XyJUTAHCKUM 00Opa3 BUPTya/qbHOW >XU3HU. VIHTepHeT (DUKCUpPYeT BCe TBOM
JIeVCTBUS M COXPaHSIeT UX. YIaIUTh UX OyJeT KpaiiHe 3aTpy/IHUTE/ILHO;

5.  Cobsrozaii CBOM BUPTYa/IbHYIO Ye€CTh CMOJIOAY;

6. UrHopupy¥ emuHWYHbIM HeraTtuB. OJHOpPa30Bble OCKOPOWTE/NbHBIE COOOIIEHHsT JIydllle
WrHopupoBatb. OOBIYHO arpeccusi TipekpalljaeTcss Ha Haya/lbHOM CTaInu;

7.  Ban arpeccopa. B nmporpamMmMax o6MeHa MrHOBEHHBIMHU COOOIIIEHUSIMH, B COLIUA/TBHBIX CETSAX eCTh
BO3MOXHOCTb OJIOKMPOBKH OTIIPaBKU COOOIIEHHI C OTIpe/ie/IeHHbIX a/IpecoB;

8. Ecm TeI cBugetens KubepOysmvHra. TBow [eNCTBUS: BBICTYIUTH MPOTHB ITIpecse/oBaTers,
roKa3aTh €My, UTO ero [elCTBUS OLIeHHWBAIOTCS HeraTUBHO, TOAJIeP)KaThb >KePTBY, KOTOPOW HY»KHa
TICUXO0JIOTHYeCKasi TIOMOIIb, COOOIIUTL B3POC/IBIM O (haKTe arpeCCUBHOTO TIOBe/IEHHUS B CETH.

Mob6unbHbIN TenedoH



CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COZiepKaT B cebe BITO/THe B3POC/bIM (DYHKLMOHAM, U Terepb
OHM MOTYT KOHKYPMPOBaTb CO CTalMOHApHbIMM KoMIbioTepamu. OfHaKo, CpejCTB 3allUThl [
1071I00HBIX YCTPOMCTB TIOKa OUeHb MaJio.



TecTrpoBaHMe U TIOWCK YS3BUMOCTe B HUX MPOUCXOAUT He TaK MHTEHCHUBHO, Kak s 1K, To ke
camoe KacaeTcsi U MOOWUTBHBIX TTPUJIOXKEHHUH.

CoBpeMeHHble MOOU/IbHBIE Opay3epbl y)Ke MpPaKTHUEeCKW JOTHAIM HaCTOJbHbIE aHAOTH, OZHAKO
pacinvpenye (GyHKIJOHAA BiedeT 3a 000 OOMBIIIYI0 C/IOXKHOCTh U MEHBIIYFO 3allUIIIeHHOCTb.

[laneko He BCe MPOW3BOJUTENM BBIMYCKAOT OOHOB/IEHUS, 3aKPbIBAIOIIE KPUTHUYECKHUE YSI3BUMOCTH
JI/Isl CBOUX YCTPOMCTB.

OCHOBHBI€E COBETbI AIA 0e30macHOCTH MOOH/THLHOTO TEJIE(])OHaZ

1. Hwuuero He siBisieTCsi TMO-HacTosiiieMy OecriaTHbIM. ByZb OCTOpOXkeH, Beiib Korna Tebe
npeZiylararoT 6eCTUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TJIaTHBIE YCTYTH;

2. [ywmaii, mipexxzie ueM oTrpaButb SMS, ¢oto win Bueo. Thl TOUHO 3Haelllb, TAe OHU OyAyT B
KOHEUHOM uTore?

3. Heobxoaumo 0OHOB/ATE OTEPALMOHHYI0 CUCTEMY TBOEro cMapT(hoHa;

4.  Vcnonb3yl aHTUBUPYCHBIE MPOTPAMMBbI /11 MOOW/TBHBIX Teie()OHOB;

5. He 3arpykail TIpUIOKeHUSI OT HEM3BECTHOTO MCTOUHWKA, Belb OHHW MOTYT COJepKaTb
BpeJIOHOCHOe TIpOrpaMMHOe obecrieueHe;

6.  Tlocse TOro Kak Thl BBIH/EIIL C CalTa, Ijje BBOAWI JIMUHYIO UH(POPMAIHIO, 3ali/ii B HACTPOUKU
Opay3epa u yjanu cookies;

7.  Tlepuoguuecku TIpOBepsii KaKve TlaTHbIe YC/IYTH aKTUBUPOBAHbI HA TBOEM HOMeEPE;

8.  [amaii cBoii HOMep MOOWUIBHOTO TesedOHA TOJMBKO JIHOASM, KOTOPBIX Thl 3Haelllb U KOMY
JIOBepsielllb;

9.  Bluetooth momkeH OBITH BHIK/ITIOUEH, KOTZA Thl UM He Tofb3yelbcs. He 3abbiBaii vHOTAA
MPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIe OH/TAH-UTPHI — 3TO KpaCOUHbIe, 3aXBaThIBAIOIIME Pa3B/IeueHUs, 00beJUHSIONIE COTHH
TBICSIY UeJIOBEK IO BceMy Mupy. Wrpoku WHcCCieAylOT [aHHBIA UM MHp, OOIAlOTCS JApPYyr C
JIPYTOM, BBITIOJTHSIFOT 3aZlaHUsi, CPa)KalOTCSi C MOHCTPAMU U TI0/Iy4arOT OMbBIT. 3a y/A0BOJILCTBHE OHU
TIJIaTSAT: TOKYMAKT AUCK, OTIaYMBaOT abOHEMeHT WK NPUo0OpeTaroT KakKue-To OTILIUY.

Bce sTu cpeacTBa WAyT Ha TOAJEep)KaHHWe W pa3sBUTHE UTPhl, a TaKkKe Ha caMy 0e30MacHOCTE:
COBEepILEHCTBYIOTCSI CUCTeMbl aBTOPU3aLlMH, BBIMTYCKAlOTCs HOBble mMaTud (LUQpoBble 3ariaTKu [jist
NIpOrpaMM), 3aKpbIBAtOTCS YSI3BUMOCTH CepBEPOB.

B HO,ZLO6HBIX HUI'PaX CTOUT OIIaCaTbCA HE CTOJ/IBKO CBOMX COIIEPDHHKOB, CKOJIBKO Kpa>Xv TBOET'O I1apoJid,
Ha KOTOPOM OCHOBdHa CHUCTeéMd dBTOPHU3adl|UU OOMBIITMHCTBA Hrp.

OCHOBHBI€ COBETHI 110 0€30IaCHOCTH TBOEro HUI'POBOI'o dKKAyHTAd:

1. Ecmu ppyroil urpok BeZieT ceOsi MJIOXO WM CO37AaeT Tebe HENPUSATHOCTH, 3a0/IOKUPYH ero B
CIHCKe UTPOKOB;
2. Toxanyiics agMUHHCTpPAaTOpaM WIPbl Ha IUIOXOe TIOBeJleHHe 3TOT0 WrpOKa, JKeaaTenbHO

TIPUJIOKUTD KaKre-TO Jl0Ka3aTebCTBa B BUJle CKPUHOB;
He yka3sbiBaii inunyto uHdopmaiuio B ipodatise Urpsbi;

YBa)kail PYTryX yUaCTHUKOB T10 UTPE;

He ycranaBnmBaii HeoduipanbHbIe ATyl ¥ MOJbI;

Vcronb3yi C/10)KHbIe U pasHble Napo/y;

[axe Bo BpeMsi Urpbl He CTOWT OTK/IHOYaTh aHTHUBUPYC. [IoKa Thl Mrpaelib, TBOW KOMITbIOTED
MOTYT 3apa3uThb.

Nonhkw

POUuIIMHT UIn KPpdiKad JIMYHbIX JdHHBIX



OObIUHOM KpaXkel J/leHer W JIOKYMEHTOB CEerojiHs y)Ke HHMKOro He yauBufillb, HO C pa3BUTHEM
UHTEPHET-TEXHOJIOTHH 3/I0YMBILUIEHHUKH TIePEMECTUIMCh B MHTEPHET, U TMPOZO/DKAIOT 3aHUMAaThCs
«JTFOOMMBIM» JI€JIOM.

Tak mnosiBUIach HOBast yrpo3a: MHTEPHET-MOIIIEeHHHW4YeCTBa WJ/IN (bI/ILHI/IHl", I[IaBHadA Liejib KOTOPOro

COCTOUT B TMONyuYeHWU KOHGHWEHIMANbHBIX [JaHHBIX T0/ib30BaTesied — JIOTMHOB W Taposieil. Ha
aHrMickoM si3bike phishing uurtaercs kak ¢uimmar (ot fishing — peibHas yoBnsi, password —
1apoJib).

OcHOBHBIE COBETHI 10 00ph0e ¢ (PUIIHMHTOM:

1. Crnemu 3a cBoUM akkKayHTOM. Eciu ThlI T0fj03peBaelllb, UYTO TBOsI aHKeTa Oblla B3/I0OMaHa, TO
Heob6x01uMOo 3ab/I0KMpPOBaTh ee U COOOIUTL aAIMUHUCTPATOpaM pecypca 00 3TOM Kak MOXXHO CKOpee;
2. Vcnonb3yii 6e3omacHble BeO-caiiThl, B TOM YKC/Ie, MHTEPHET-Mara3uHOB U TIOMCKOBBIX CHCTEM;

3. Ucnonme3yii cnoHble U pa3Hble Tapoinu. Takum obOpasom, ecid TeOs B3/IOMarOT, TO
3/I0YMBIIIJIEHHUKH T10/TyYaT JOCTYT TOJBKO K O[HOMY TBOeMY MPO(UIIIO B CeTH, a He KO BCEM,;

4. Eoum Tebs B3/OMamM, TO He0OXOJUMO TIpeAyNpeJuTh BCEX CBOUX 3HAKOMBIX, KOTOpbIE
nobaBsieHbl y TeOST B /IpDY3bsiX, O TOM, UTO TeOsl B37I0OMaj¥ M, BO3MO)KHO, OT TBOEro MMeHU OyneT
pacChLIaThCs ClaM M CChIIKY Ha (PUILTMHIOBbIEe CalThI;

5.  YcraHoBu HagexxHbId nlaposib (PIN) Ha MOOWTBHBIN TeniedoH;

6.  Otk/touM coxpaHeHHe raposisi B 6paysepe;

7.  He oTkpbiBali (paiisibl U IpyTHe BIOXKeHUs B TTMCbMax Jla)ke eC/IM OHU TIPUIIUIA OT TBOUX ApY3eil.
Jlyuiiie yTOUHM y HUX, OTTIPABJISLTN JIK OHU TeOe 3TH (aiibr;

Iudposas penyTamus
o Tebe.

Hudposas pemyranus - 3TO HeraTWBHasg WIM TO3WTHBHas MHGOpPMalis B CETU oBGpasoMm
Komnpomerupyromass uHpopmaLusi pa3MellleHHass B HWHTepDHeTe MOXeT Cepbe3HbIM
OTPasUThCS Ha TBOEW peaslbHOU JKU3HU.

«Iudposasi pernyTauus» - 3TO TBOW MMH/K, KOTOpbIA (opmupyercs u3 wHpopmaiuu o0 Tebe B
VHTepHeTe.

TBOe MeCTo XHUTe/IbCTBa, yueObl, TBOe (PMHAHCOBOE IOJIOKEeHHe, 0COOEHHOCTH XapaKTepa M pPacCKasbl
0 O/TM3KKX — BCe 3TO HAKaryIuBaeTCs B CETH.

MHorue MofipOCTKU JIeTKOMBICJIEHHO OTHOCSITCS K MyOAMKalu JIMYHOM MHGopMaluu B VIHTepHeTe,
He TOHMMasi BO3MOXKHBIX TOC/Ie/ICTBUNA. Thl laXke He CMOXKelllb [[Ora/iaThbCsi O TOM, 4To (oTorpadus,
pa3MellieHHas 5 JieT Ha3a/l, CTajia IPUUMHON O0TKa3a MpUHATH TeOst Ha paboTy.

KommenTapuu, pa3meliieHre TBoUX (oTorpaduii U Apyrue AeMCTBUSI MOTYT He UCUe3HYTb JaKe 1ocjie
TOTO, KaK Thl WUX yJaiuillb. Thl He 3Haelllb, KTO COXPaHWI 3Ty WH(OpMallWio, ToMajsa Jid OHa B
TIOMCKOBbIE CHCTeMbI U COXPAHW/IACh JIA OHA, a TJIaBHOE: UTO TOAYyMalT 0 Tebe OKpy’Karollee JHO/IH,
KOTOpbIe HAWAYT W YBUAAT 3T0. HaliTh mHbOpMalLMI0O MHOTO JIET CITyCTS CMOXeT JiFo0ol — KakK W3
J00pbIX OOy K/IeHUH, TaK U C HaMepeHreM TIPUYUHUTD Bpel. DTO MOXKeT ObITh KTO YTOZHO.

OcHOBHBIEe COBeThI 110 3aluTe HH(POBOH penyTaluu:

1.  Tlomywmati, mipexze ueM uTO-TO IMyO/JIMKOBaTh U TiepefaBath y cebs B Oyiore Wiv B COLMAIbHOM
ceTy;
2. B Hacrpoiikax mnpouisi yCTaHOBU OrpaHWYeHUs] Ha MPOCMOTP TBOero MNpoQuis U ero

COZIePKMMOTO0, C/IeJIai ero TOJIbKO «JI/Isl PY3eii»;
3. He pasmemjaii ¥ He yKa3blBaii MH(OPMAI[MIO, KOTOpas MOXET KOro-JM00 OCKOpO/STh WU
00MKaTh.



ABTOpCKOe npaBo



CoBpeMeHHbIe IIKOJIbHUKU— aKTUBHbIE T0/Ib30BaTe/ M LuppoBOro npocrpaHcTtBa. OAHAKO Janeko He
BCe 3HAIOT, UTO T0/Ib30BaHKE MHOTMMH BO3MOXXHOCTSIMU 1[U(POBOro Mupa TpedyeT cobofieHus TIpaB
Ha WHTeJJIeKTYa/lbHY0 COOCTBEHHOCTb.

TepMUH «UHTeJ/UIeKTya/lbHasi COOCTBEHHOCTb» OTHOCUTCS K Pa3/IMYHbIM TBOPEHUSIM UeI0BeuecKOoro
yMa, HauWHas C HOBbIX H300peTeHHIi M 3HAKOB, 0003HAuarOIMX COOCTBEHHOCTh Ha TMPOAYKTHI U
yCIyTM, W  3aKaHuuBasi KHWAramu, (oTtorpagusiMu, KWUHOQWUIBMAMM W  MY3bIKaJbHbIMU
TIPOM3BEe/IEeHUSIMMU.

ABTOpCKI/Ie IpaBa — 3TO IIpdBd HAd HWHTEJ/IJIEKTYAJ/IbHYHO CcOOCTBEHHOCThL Ha Mpoun3BejeHrUsd HAYKH,
JINTEPATyPbI U UCKYCCTBA.

ABTOpCKHe TIpaBa BBICTYIAIOT B KaueCTBe IapaHTUU TOTO, UTO WHTE/IEKTya/bHbII/TBOPUECKUN TPY/[
aBTopa He OyZeT HampacHbIM, JacT eMy CIIpaBe/iMBbie BO3MOXXHOCTHM 3apaboTaTh Ha pe3y/bTarax
CBOEro TPy/a, MOMYYUTh U3BECTHOCTh M MPH3HAHUE.

HukTto 6e3 pa3peleHusi aBTOpa He MOXeT BOCIPOM3BOJIUTH €r0 TPOW3BeJieHHe, paclpOCTPaHsTh,
My6/MYHO /IeMOHCTPHUPOBATh, MPO/jaBaTh, UMIIOPTUPOBATh, MyCKaTh B MPOKAT, MyOJUUYHO HCTIOTHSTH,
MOKa3bIBaTh/UCTIONHATE B 3(Upe WM pa3Meliat B iHTepHeTe.

Hcronb30BaHue «ITMPaTCKOTO» MPOTPaMMHOT0 o0ecrieueHUss MOXKET TIPUBECTH K MHOTHMM DHUCKaM: OT
TOTepy JIaHHBIX K TBOMM aKKayHTaM /0 OJIOKUDOBKM TBOEro YCTPOMCTBA, TZle YCTAaHOBJEHHBIN He
nerasbHasi mporpamMma. He crouT Takke 3a0bIBaTh, UTO CYIIeCTBYeT JjerajbHble U OecriiaTHbIe
MIpOrpaMMBbl, KOTOpbIe MO>KHO HAUTH B CETH.

O noprane

CeTeBUUOK.p( — TBOM TJIaBHbIN COBETUMK B CeTU. 37eChb Thl MOXKeIllb y3HaTb O 0e301MacHOCTH B CETH
MOHATHBIM U JIOCTYIIHBIM SI3bIKOM, a TPH BO3HUKHOBEHHWW KDUTHUECKOW CHUTyal[uud OOpaTHUThCS 3a
COBETOM. A TakXe MPUHSATh yuacTHe B KOHKYPCaX U CTaTb CaMbIM LIM(POBBIM IPaXk]]



